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Abstract:

The aim of this study is to clarify the civil and criminal liabilities incurred by a
bank employee in the event of a breach of banking secrecy, by reviewing the
legal framework governing such liability and analyzing the consequences
resulting from the failure to maintain banking confidentiality. The study further
highlights the relevant Saudi and Sudanese laws that criminalize and impose
penalties on those who disclose confidential banking information. A bank
employee, as a representative of the institution in which he works, is required to
strictly comply with the applicable laws and regulations in the performance of
his duties. However, being human, the employee may err, act negligently, or be
influenced by personal motives, which may lead to the violation of clients' rights
and cause them direct harm due to such misconduct.

The study emphasizes the importance of identifying the legal provisions that
criminalize the disclosure of banking secrets and hold the employee accountable
in the event of such an act. It also explains the extent to which the bank is liable
for its employees' actions, including errors resulting from their professional
conduct.

Furthermore, the study addresses crimes related to the violation of individuals’
privacy through modern technological means, including the unauthorized
disclosure of confidential banking information. The study adopts a descriptive,
analytical, and comparative approach, drawing on relevant Islamic legal texts
and the applicable statutory laws.

Among the study's key findings is that a bank employee who discloses banking
secrets bears criminal liability (such as imprisonment and fines), in addition to
civil liability, which entails compensating the affected client. The findings also
affirm that the employee is not exempt from liability and that the harm caused
must be redressed. The study suggests the introduction of more robust measures
to protect banking confidentiality, the enactment of a unified law that sets out
specific penalties for those who commit disclosure offenses, and the
establishment of clear internal regulations for holding employees accountable
for violations.

Keywords: Banking secrecy, liability, civil liability, criminal liability, clients,
bank employees.
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